
SESSION THREE:

This session was adapted from presentations given by John Baker, CPP, retired Police Chief, and 
Safety and Security Director for the IU13 department in Lancaster, PA, by Amy Shanler, Public 

Relations Director for Safe and Sound Schools, and Alissa Parker, co-founder of Safe and Sound 
Schools.

Physcial Environment
And

Operations & Emergency 
Managment
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PART ONE: PHYSICAL ENVIRONMENT

Introduction: Safety and Security Influences on Physical Environment

When we think about securing the physical environment, first, we are considering the safety of 
the people occupying the space - the teachers, students, and staff.  Are they safe, and are they 
feeling safe inside their environment?

Then we also think about people who might try to encroach on the space, such as a trespasser or 
violent intruder.  Can we secure the physical environment to keep them out?

Definition of Physical Environment: It is far more than locks and cameras!
• Physical environment refers to the level of upkeep, ambient noise, lighting, indoor air 

quality and/or thermal comfort of the school’s physical building and its location within the 
community.

• The physical environment of the school speaks to the contribution that safe, clean, and 
comfortable surroundings make to a positive school climate in which students can learn. 

“Feel Safe…. Am Safe….”

This is an industry concept and not 
a myth.  People who feel safe act 
and think differently than those 
who don’t feel safe.  We have to 
make sure people are physically 
safe, AND that they also feel 
safe within.  People may be in a 
physically safe environment, but 
because of anxiety or a national 
event, staff, students, and families 
may not feel safe.  Unfortunately, 
fear can inhibit higher learning and 
reduce the sense of caring and 
community we strive to achieve in 
schools. 

On the other hand, some people live in a naive world, and feel so safe, they don’t even have some 
basic safety measures in place.  Nevertheless, they feel safe in their bubble.
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How To Assess the Safety of Your School

There are a few ways we can come to an understanding about whether your school is, in reality, a 
safe place.  Two key tools we use:

• Threat Assessment.  This is a structured, objective assessment we use to evaluate the 
risks posed by external sources.  For example, is your school in the path of weather-
related emergencies (floods, tornados, earthquakes, fires, or storms), or is it close to a 
transportation hub (which may be the site of a hazardous material accident).  The threat 
assessment feeds into a plan to can help a school prevent, prepare, respond, and recover 
from any type of hazard. 

• Safety and Security Assessment.  This is where we look at the building itself, and where 
potential risks to the safety and security may originate.  For example, a police department 
can help with security cameras, technologies for access control, card swipes, fencing, 
lighting, and locking.  However, a good assessment also includes awareness and training 
of stakeholders, such as table-top discussions or drills.  This level of planning helps a 
school know that if something happens on campus, the school community is as safe and 
secure as possible.  

Sometimes, schools can be reluctant to bring in outsiders to conduct these assessments. It’s 
kind of like inviting someone into your house and then having them point out all the flaws. School 
administrators and safety directors tend to see the school as their “house” and like to do things 
their way. 

People in safety, security, and law enforcement care so much about these issues and are often 
strongly opinionated. We need those confident people in these roles - those who will run toward 

IT’S ALWAYS GOOD TO BUST MYTHS

Statistically, schools are safer than the communities they serve.  Schools should be an oasis of safety for 

students who are uncertain about their community or home.

When something happens, we get excited and show up for meetings, and then we get lulled into a sense 

of security and our interest wanes - until another event happens.  So let’s remember, 99.99% of the time 

students feel safe at school.  It isn’t healthy to live in “Code Red” all the time.  Our schools in North America 

are safer than the communities we live in. Kids are at more risk on a playground in a park or at the mall than 

they are at school. 
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trouble, instead of running away from it.  Sometimes, their passion for the issue, or their decisive 
“right/wrong” nature, may cloud their understanding of the bigger picture.

In reality, though, we don’t know what we don’t know.  We should talk to our school leaders to try 
to make them receptive to bringing in outside experts.  Start by acknowledging the good work 
they are doing.  Remind them that they are the experts in education, and that you appreciate 
all they do.  Then say there are some experts out there who are equally qualified on threat 
assessment (or safety/security).  These external experts bring a fresh perspective and new ideas 
to build on where we’re already successful, and help us become even better. 

This is a fine balance. In some cases, the person may not agree with your thinking, and they 
may not be the best person for that position because they aren’t considering the needs of all 
community members when it comes to safer schools.  If that’s the case, then use your power of 
the vote to find the right person who can adapt and understand what all shareholder need when it 
comes to securing and using a campus 

Crime Prevention Through Environmental Design
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Human Presence 
Matters 

“Nobody steals a 
cookie from the jar 

while 
someone is 
watching.”

When we have both passive and active surveillance of school space, 
we can reduce inappropriate and criminal activity.  This means 
keeping a high presence in our classrooms, hallways, common 
areas, bus loops, and on the playground at recess.  A human 
presence helps good people continue to make good choices, and 
helps reduce the instances of bad things happening.

Caring Matters

As humans, we teach people how to treat us.  We need to support 
those lessons in schools, too. If we allow people to be disrespectful, 
if we tolerate damage, if we look the other way when people break 
basic rules, we are doing ourselves a huge disservice.   These 
behaviors plant seeds of doubt about the safety and security of 
the building: is this place unsafe because we allow or ignore unsafe behaviors? 

When we treat each other with respect, with appropriate interactions and clearly defined 
expectations, and we take quick steps to correct negative behaviors, we are establishing an 
environment of caring that makes everyone feel more safe at school.  Let’s take, for example, 
New York City in the 1970s.  To help combat crime and reduce danger, the city embarked on 
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an initiative to clean broken windows and remove trash. From these simple steps, the city saw 
neighborhood crime rates drop. If we apply this to a school, we can reduce the likelihood of 
violence, threats, or bullying by simply understanding our environments, not tolerating disrespect 
of our property or people, and clearly communicating the boundaries required to stay in that safe 
space. 

Controlled Space Matters

We also need to create a sense of when I’m here, I’m safe. This isn’t just about locks and fences, 
but controlling space inside so people understand their boundaries. Here are three visible 
examples:

• Front-office counter.   A full-length counter separating the front-office staff from visitors, 
staff, students, and teachers create a visible barrier. This creates a line that clearly 
delineates who owns what space - the administrators and front-desk staff own the space 
behind the counter, and anyone who wants to talk to them should do so over the counter 
top. Moving behind the counter is not appropriate unless you have explicit permission to 
do so. This allows the people behind the counter to feel safe, and others to understand the 
boundaries and limits.

• Locking classroom.  When a classroom can be properly secured, the students, teachers, 
aides, and guests inside that classroom can feel safe. They know that door and lock will be 
secure until they receive instructions about what to do next.

• Unsecured spaces.  These are empty rooms or closets that are not locked, and in fact, 
these are the third-highest liabilities of all spaces on a school campus (second to parking 
lots with pedestrian accidents and playgrounds where students get hurt). If you have a 
lot of unoccupied and unlocked spaces, it invites people to misuse the space for assault, 
drug, sexual activity, or even criminal activity. 

If we can visibly control our space, we can enhance the feeling and reality of safety.

Environment Matters

Maintained school buildings show ownership, and pride, and set expectations for a caring 
environment. When we see a neglected campus - with cigarette butts by the loading dock, 
trash behind bleachers, graffiti on the walls, overgrown grass - we know this building is not well 
maintained. This sets the tone that the people inside don’t care, and almost invites negative 
behaviors.

SESSION 3

PHYSICAL ENVIRONMENT
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On the other hand, when we see a well-maintained building, we see a commitment to the people 
inside.  People will be less likely to commit a crime or inflict violence in a place that shows clear 
ownership.  Think of Disney World as an example.  Staff members there are at the ready to pick 
up litter or make repairs.  This, in turn, makes guests feel less likely to want to litter or damage the 
property.

Note, this doesn’t mean that everything has to be new.  But, schools should be maintained. As 
a community, when we see something that isn’t right, we should fix it right away.  It shows 
our students, staff, educators, and guests that when we see something that isn’t right, we fix it. 
We have pride in our school, and we care about those who work and learn inside.  This is key to 
making a student feel safe so they can relax and shift to higher cognitive thinking.

SCHOOLS AS A “COMMUNITY” SPACE

Some communities have a cultural expectation that if Mom or Grandpa want to drop by school, then can 

just walk right in to see their kids. This may make administrators hesitant to lock the front door of the 

school, for fear it may make the school unwelcoming.

While we know the safety of our students is the most important consideration, this has to be handled 

delicately. Try explaining it this way: You can gain respect from the community when they see how much 

you care about the kids and their safety. We know you are proud of your responsibility to keep our children 

safe when they are at school, and that by locking the front doors, you are able to keep people out of the 

school who might want to harm our students. Just as you lock your doors at night so you can sleep soundly, 

we should lock our front doors of schools during the day so students can feel safe and focus on learning. 

The community will see, through this simple act, that you are a caring and supportive administrator, with a 

passion for taking care of our kids.

This can also be a challenge when other community leaders want to use the school building during school 

hours for other events, such as flu clinics or blood drives. Schools are an asset to the community, but the 

primary mission and focus is the education and safety of our students. It is our duty to remind others of the 

core mission of the campus. Here’s some language you can use: “The primary mission of this building is the 

education, safety and security of our children. So during the school day, it isn’t appropriate to have other 

community groups have free access to the building. However, once students are gone for the day, we can 

certainly open up the building as a space for the community.”
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Basic Security Matters - Speaking Up

Access control plays a large role in keeping a building safe. For example, when you see someone 
on campus without a staff badge or visitor pass, ask they who they are, why they are there, or
how you can help them. When we have visible, confident access control, staff and students know 
they should feel safe because people outside of the school will be challenged.

And we need to speak up if we see something that needs to be fixed. Just because we see it, 
doesn’t mean others will…. So if you don’t say something, why should anyone else? Take it upon 
yourself to say, hey, what’s up with that broken door lock or graffiti on the wall? Keep asking until 
it is fixed. Stop by the front desk and ask to pass a message along to the principal - with your 
name - asking about when it will be fixed. This will show the staff and principal you care and you 
noticed. 

A Safe Physical Environment is a Feeling as Much as it is Hardware

Hardware alone cannot keep us safe.  People, physical space (hardware), and procedures 
together create a positive environment.  For example, if you see someone in the hallway without 
that visitor badge, clearly the lock on the door didn’t work.  But you speaking up will.

Sometimes, we get some push back about putting systems in place or hardware or procedures.  
Some people have the idea school should be a touchy-feely place, saying they don’t want the 

vestibule locked because they want to stay 
warm and an open part of the community.  
Nobody is suggesting schools shouldn’t be 
part of the community, but to create a safe 
environment, we need the right combination of 
people, processes and hardware. 

What about showing those with special 
physical, emotional and cognitive needs that 

we care about their safety?  It is important that people with any impairment have strategies for 
dealing with various hazardous situations.  We need to make sure people know how to move 
themselves to a safe place (in fact, avoid using the word “run” at all). 

In addition, we need to add procedures and policies to ensure the technologies we use to 
accommodate all members of the community are not safety liabilities.  For example, make sure 
front-door intercoms are at a wheelchair level, for example.  Then, the front desk staff should 
have the ability to unlock an automatic door, allowing someone in a wheelchair to have the 
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Safety Takes Time

A school climate doesn’t change overnight. Nor does society change. It takes time, patience, 
and a willingness to adapt along the way.  We are changing minds and hearts, not just building 
fixtures. We need to foster passion and patience, and a willingness to adapt incrementally.  If we 
can share a common understanding of the direction where we want to head, we can accept that 
it takes time and money, and we can hold our administrators accountable as they begin to make 
changes that take us down the correct path.

Let’s be creative about other ways to change the environment.  

Look at the artwork around the school, or furniture, 
or rooms that could benefit from a fresh coat of paint.  
This is a great way to involve parents and community 
members, as these are elements where others can 
volunteer to help out.  A weekend in the building with 
some gallons of paint (donated by the hardware store) 
or changing some light bulbs will provide immediate 
satisfaction, and change the minds and behaviors of 
people who will see this space in a new light.

There is no perfect school. Even if we all had the 
tax dollars to build one.  There will always be some 
aspect of a building that creates a vulnerability.  But 
if we can enhance the environment, appreciate our 
surroundings, increase eye contact, and increase 
our situational awareness, we can foster a culture of 
connectedness and security.  Don’t look down in fear, 
look up and know you have something really good to 
see.

IT’S A DIFFERENT WORLD

There is not one child in K-12 who lived prior to 9/11.  Our kids are far more ready to adapt to leave, hide, 

fight. Since were little, parents talked about terrorism around the globe.  Sometimes we find parents or 

staff can be a bigger hindrance than even the children.  The students are far more intelligent and intuitive 

than what we want to admit because we want to nurture them.  But the best way to nurture them is to keep 

them safe.
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Resources

Here are some additional resources that will allow you to dig deeper to learn more about ways to 
enhance the physical environment of your school to be more safe and secure.  
  
 • https://safesupportivelearning.ed.gov/topic-research/environment
 • https://rems.ed.gov/docs/CDC_CPTEDSchoolAssessment.pdf
 • https://www.cdc.gov/violenceprevention/youthviolence/cpted.html

WHAT IS SITUATIONAL AWARENESS?

When it comes to school safety, each of us needs to have an awareness of:

• Ourselves .  If something bad were to happen, what capabilities do I have?  Can I run, hide, speed walk, 

waddle, or wheel myself to safety?

• Surroundings.  Understanding where I am, where are my closest exits or hiding spaces?  This is a fine 

balance, and we don’t want to be paranoid, but we should understand our surroundings.

• Who’s around me, and what are they doing?   If I feel uncomfortable about a situation or someone 

near me (that creepy feeling inside your stomach), I need to trust this. If I don’t feel safe, then I am not 

safe. If I have a fear, there is likely a reason.

When we have situational awareness, we have the ability and time to react to whatever we come up against. 

We don’t want to have a reactionary gap. So let’s put our phones in our pockets, keep our heads up, and 

enjoy the world.
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Introduction

It would be impossible to provide a comprehensive overview of emergency operations and 
management, so we pulled out some highlights and ideas for you to consider when you look at 
your school’s plans.

FEMA’s definition of Emergency Management
• Emergency Management is a management function that seeks to promote a safer, less 

vulnerable community, with the capacity to cope with hazards and disasters.

John Baker puts it another way: 
• When bad things happen at school, we gather the right people and resources to help 

the school take care of the people, restore the buildings and campuses, and develop a 
strategy to continue to ultimate mission of educating and caring for kids. 

NIMS - How the “Experts” Manage Emergencies

NIMS stands for the National Incident Management System, which is an excellent system first 
responders use to manage resources and personnel to prepare, respond, and recover from a 
significant incident. This can work for a national or international event, or something minor at a 
local facility. It is a big system, and there’s a lot to learn, but it would be good to check it out.

Within the NIMS structure, there is the concept of an Incident Command System.This is like 
mission control during any “even.” (SHOW PICTURE FROM SLIDES)

As you can see, there are several roles designated to help manage any emergency situation. Here 
are some key terms you should be familiar with:

• Incident Commander.  This person is the top dog -  running the whole operation.
• Chiefs.  The mining components of the recovery operation. They are usually experts in 

their respective areas.
• Public Information Officer.  They are responsible for answering questions from the public 

and media.
• Liaison Officers.  They represent the school as part of the Incident Command Center. 

The liaison can answer questions from any of the chiefs or commander, or connect with 
people at the school who do have the answers. Sometimes this is the superintendent, 
but other times, it could be someone on staff at the school who is authorized to make 
resource allocations or physical changes to the school. This person needs to be able to 
stay on site until the Incident Command relieves them.
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• Crisis Intervention Specialists/Crisis Management Personnel.  In Emergency Response, 
crisis management personnel and crisis intervention specialists provide support for the 
staff, students, and parents.  Crisis teams (also called flight teams)  focused on:

• Parent/student reunification
• Helping parents know how to talk to their children about the incident at school 

that day
• Providing emotional support to the students, families, and staff members 
• With any traumatic incident, don’t forget the needs of the teachers and staff.  

Their health and recovery will be essential to helping the entire school community 
return to normalcy.

More on Liaison Officers 
and Their Role in Emergency 
Operations

• Our #1 goal is preserving life 
• We need to provide accurate 
attendance and accountability of 
all staff, students, visitors, guests.  
This can sometimes take hours, 
but we need to honestly report 
who we’re accounting for and 
who we can’t account for.  Don’t 
worry about people being mad - 
we need to be honest so we can 
get help from other resources to 
get the missing answers.
• We also need to provide site 
and floor plans - any practical 

information to help first responders, including mechanical or utility information.
• Liaisons also need to be able to access the building with keys or cards, and provide 

equipment or materials controlled by the school.
• In addition, they need to interact with administration to coordinate media, operations, 

recovery efforts.

https://www.fema.gov/national-incident-management-system.



©2019 Safe and Sound Schools Parent Council Training Workbook |  42

SESSION 3

OPERATIONS & EMERGENCY MANAGEMENT

How Do We Prepare?

• First, begin building relationships now.  The worst time to meet the “Chief” for the first 
time is when he or she is standing on the curb of your school.  Establish relationships with 
emergency response and emergency management personnel now, so they understand 
your school, structure, and operations.

• Make sure your school has a solid “All Hazards” plan consistent with federal and state 
guidelines.  Here are two resources to help you build a solid plan:

• https://training.fema.gov/programs/emischool/el361toolkit/siteindex.htm
• https://training.fema.gov/programs/emischool/el361toolkit/assets/sampleplan.

pdf.
• Practice the plan. This can be hard.  Administrators are juggling test scores, academic 

achievements, and employee needs, and shutting down the school for a full-blown drill 
can be challenging.  Since we don’t have a lot of days in a school year, we need to balance 
academic needs with emergency preparedness. 

• There are stay-in-place drills you can 
do that only take 5-10 minutes without 
disrupting the day.

• Over the PA, you can announce that 
this is a drill, staff and students, discuss 
the following scenario and how you’d 
respond based on this right now.  You 
can choose your own scenario, from 
nauseous fumes in the hallway by the 
science wing, to a racoon on the loose in another part of the school, to a storm 
coming or seeing a stranger in the hallway. 

• While you have staff and students together, have them discuss what they should 
do in that one scenario.

• After the discussion, invite students and staff to add their ideas for appropriate 
responses into a Google doc to help reinforce what they learned.

• This is a low-cost, easy idea to implement that doesn’t take a lot of time away 
from instruction.

• Make sure you identify people and resources who will fill various roles. Develop 
additional skills and resources you currently lack or secure access to those resources 
from other schools or organizations. 

• Invite first responders to participate in preparation to think in advance about where 
equipment will go, or reunification plans.
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How To Hold People Accountable?

The federal government offers guidelines and requirements, but the vast majority of emergency 
preparedness is at the state levels.  Some states attach compliance of emergency preparedness 
to the superintendent’s credentials. I f the school doesn’t have certain plans in place, the 
superintendent may lose his/her license.  Those decisions and remedies for correcting schools 
that aren’t in compliance often reside at the state level.

• Try contacting your local state representative to get informed.

• Be careful about reading materials that are current requirements.

• Remember that a school board is elected, and the school administration works to the pleasure 
of the school board, so this is a good place to turn, as well. 

• As parent advocates, we need to do this respectfully, honoring the law, and through 
meaningful dialogue (rather than embarrassing someone at a public meeting).

• Political pressure on the school board or state level is the next level of escalation.

• Think about sharing fair notice, saying to the local person, “If you don’t come back to us by 
this date with how you plan to respond with these deficiencies, you leave us no recourse but to 
reach out to state authorities.” 

• Document all of your communication so when you do eventually escalate to the next level, you 
can show the steps you took in the past and that you did your due diligence: We went to the 
superintendent, and here’s what happened. We attended four school board meetings, here’s 
what happened, what we tried… then we went to school board,”

• This all needs to be done respectfully, so you can appear level-headed and reasonable. 
Government leaders are used to being yelled at, so if you come in with grace and kindness, 
they are more likely to give you attention and listen to your feedback. Give credit where due, 
showing what steps the school HAS taken, but identify the gaps that are yet to be addressed.
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HOMEWORK: TOP SAFETY OVERSIGHT

BUILDING ACCESS

For this activity, evaluate the questions that
are associated with the top safety
oversights found in most schools. Name

Date

1.  How easy is it to enter your school 
building?

2.  Can staff members lock their classroom/
office doors from the inside?

3.  How accessible are the secondary entry 
points?

4.  Once someone has entered the building, 
do they have access to the student 
population?

POOR PLANNING

1.  In your school’s safety plans, is there a 
plan for multiple emergencies occuring 
simultaneous?

2.  Does anyone outside of the school’s 
adminstation have the ability to initiate a 
lockdown?
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1.  When your school practices drills, do 
they combine multiple emergencies (i.e. an 
evacuation drill at the same time a fire is 
blocking the exits)?

2. Does your  school practice drills at various 
times (e.g. during lunch periods)?

3.  During your school’s drills, do they practice 
having different key players step out to see 
if their backups will systematically take their 
place?

4.  Has your school discussed with local first 
responders where and how they will respond 
in the case of an emergency so they can 
effectively work around them?

5.  Have parents been included in the safety 
plans for your school?  Have they been told 
what their role is during an emergency? (e.g. 
reunification drills)

FAULTY EQUIPMENT

1.  In your safety plans, have you planned for 
multiple simultaneous emergencies?

2.  Does anyone outside of the school’s 
adminstation have the ability to initiate a 
lockdown?

3.  Does the emergency alarm system in your 
school work properly (including intercoms 
and alarms)?

INADEQUATE PRACTICE
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1.   Does your school’s staff consistently wear 
ID badges (including itinerant staff)?

2.  How does a visitor access your school? 
What system is in place to monitor access to 
your student population?

3.  Are visitors required to wear an ID? What 
standard protocol applies when someone is 
not wearing the proper ID?  Do the students 
and staff follow these protocols when they 
see someone without ID?

LITTLE OR NO AFTER-HOURS SECURITY

1.  Does your school have any after-hours 
security for after-school programs or 
activities?

2.  Is there an assigned person to ensure 
after-hours visitors don’t have access to 
restricted areas? Do they restrict access only 
to needed areas?

LACK OF COMMUNITY

1.  Is your entire school community involved 
in school safety?

2.  If not, how can you help to engage and 
educate your school community to get them 
involved? (e.g. safety conferences, safety 
fairs, safety week, and safety meetings)?

COMPLACENCY




